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ABSTRACT

Recently, crimes using drones, one of the IoT industries have been continuously reported. In particular, drones are
characterized by easy access and free movement, so they are used for various crimes such as transporting explosives,
transporting drugs, and illegal recording. In order to analyze and investigate these criminal acts, drone forensic research is
highly emphasized. Media data, PII, and flight records are digital forensic artifacts that can be acquired from drones, in
particluar flight records are important artifacts since they can be used to trace drone activities. Therefore, in this paper, the
characteristics of the deleted flight record files of DJI drones are presented and verified using the Phantom3, Phantom4 and
Mini2 models, two drones with differences in characteristics. Additionally, the recovery level is analyzed using the flight
record file characteristics, and lastly, drones with the capacity to recover flight records for each drone model and drone
models without it are classified.
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Fig. 3. Phantom3 and Phantom4 Flight Records Deletion Procedure

o A AHA Flalo] AbAEE AL
Eg|e] A nlo]ERF 5 oz WA
T FAE, w23 gl FHEE AR == 2
2E eyl ofd oz wMAER R 712 y)
850 AAH R ok AEs A = o] ﬁJr%l 7h <]
s Ed Bl sRssleb(23)(25). s
Fig. 34 Phantom3®] 2% “FLY161.DAT
ne)7] 5o tdeze] <leele] A npe]E= "E5®
Aoz MARGAT 1 9] tldele] dE
FES 00" o wlof 22o]7] wiite] tielE]e] <l
2% 2 s B3 2rbest a8y g
o] Felz7} AAER F~E oo w3 2y
00" ghoz def 2xo)7) wel] sl AplE o)43t
B gk o]gj Rl Axpd oz el 3o A4
5 7= shode AAs U Rl b Al
A et

i

3.3 Phantom4 H[EJ|E &Y G AMF| Hh|

Phantom4 =% w3t 3 wdly} nparix]z it
SD 7h=ell ulai7|Zo] FLY###. DAT" ©]& 34
22 AAEY | AR A =gk 2elEl vy SE
AR g}, wal A28 n|glr]|2oe] 2olA o,
=+ ¥4 =& Phantom3s} =72 ¥ SD
e wjdte gelor FAsd FelaE 9o F
A e WAl Felsse dlolelr} 20ix)7]
A=k kA E olu] A)Ee- H]E)7]| o) smrgpz
WA Phantom39t 5L AbAl|= =

oA Z zpelde] EAgct

ol z7bA £ Fig 3% Phantomd EEd|4] v]s)
Eo] AAE= SAolw UlF SD 7l=e A3
§§7]Zo] “FLY161.DAT %€ “FLY182.DAT 7}k
olebar 7P &k}, o]w] Phantomd4elA %= 161
H|gj7] 5o AAlE uf sielo] tldEe] dlE=]Y A
vl E7} "E5'Z WAEeh wgk VA EZ 00
o2 gol 2oz} 31A8F Phantom 39H= t}
2A 1619 vd7])E 9] Fuz=E AAsh= &
YrE FFdLE 00" Hog Yol 2olx] g1 adZ
ZrzsAE A v|E dgdow WA, oy A
A w755 ek vEldole e Hol 2297]

7

N I

]
|
]

ujie] cleEle] =Rl o3 s BPE 3 B
EE R e EREL L ECEE S S
& ol gste] 3l TPy FPYE o83 M| E 319l

87 7PsAle] A Heh

el % ol A8 el A
Moz sjale drist FHE olgsio] sae] A4t
2 Agale] e Hpae W] ok &
ERAE S A ol ga] 3 3.4.1~3 4
of Sshe A 7 AAE BAset



614 DJI =8 =i A v|37] 5 57 7FsA 44

oL
M

S
341 Phantomd =2 B[&7| Tl 24 SRR L Sl
L 7B 27 3B tz{';262&/]|3{/hP
c = é? P 5‘3 B 6 - \-x]th(fbj'z(vPb"\‘:'
Phantom4 =29] v|37]|E o] A8 94 S FF | *>69<6/ .. . .29V9Y
FTK Imager =79 HxD =75 o]4sisich P s
- = - FF FF FF FF FF FF
Clark ‘6‘[20] ZAX]‘T—ZO] ‘d%?}tﬁi Phantom 3% FF FF FF FF FF FE
FF FF FF EFF FF
A8 429 wprA 2 BUILD AAIAF 28+ ,
At w7 = ghelo] AlxtEl) Fig. 5. Phantom4 Flight Log's Footer
) 3 17+ =
o4 1007 A =S| vl7|5-& A48 A3, v|7| W e Agglon o]t 4% AFS Ee B
- N = 170 m— A= = o =
‘%‘ j]'oEIO] X‘];(o]'% )i H{]_RH /‘.I‘-]lE‘].q] ;\] 16Bytes %}-‘% P R==t —Hi—/ﬂfﬂ— 731]__% _1;_]_031—%—1:]—
o-—1-2 T = = R
Fig 49} #e] 4} Fdd k& Z+=t} =3 VTO

]
Labsold Algehs =2 a4 dole A% £

° 3.4.2 DJI EE9| H[&I7|2 A|TL|A BA
vl A5e A3}, w|er] 5o

& wlel F5Ael 5S4 2a alsle. olE S DJIe] =g wa]% svle] 3 16 Bytesrt
DJI =2o] 715she wlzls Sl R 16 gy gasjeh: 548 ol gstel AAE va] 5
Bytes gk 2dlol F5x01e] Soldh 298 £ w99} sbssieh Table. 2 97b =2 wdd
3 AU x]el 16Bytes 32 2= EAlo] gl v 87]2 vlele] 3 16 Bytess #4113 Axjo|r}

EARA kA, e R MAZIS Adle vh 543 mas 222 g8 AN BB

Ak FE2E el A - o] A} Fho] Fig

59} zre] g4} FF oz Adxlen, o= 37 7+ =2 wdel nad7|E Fe X 16 Bytes
Byte o149 ol 7Hx slslrt. o] 3 vl e =2 mdd XA EAS AZsbr] 94
7152 A AaUA7} A FAF e ARtE= DatCon¥ CsvView ¥ =75 53| 16Bytes %
543 w7 = el #2 A FF gem vl o] d&-e oelugirt. Al B|ss]E Fale] 3

16Bytes #S t}E =2 299 16Bytes #oE
WEE 5 Y= =2 2d 9S 3qlsle] 71353
g}, o5 E¢, AAH9l Phantom4 Std ®]37]

o,
o

ol Dt =2 ylde] #2 16BytesE Phantom4 Pro ®B]3
I e 712 s}99] 16Bytes Ftow Wz ¥, 2usis
it Aahste] A2 AAuGt} WA WHzEA gL
S R Phantom4 Stde] ®l]37|5-& E33lsid F =
. Phantom4 Flight Log's Header L % upzyIX|2& Phantomd4 Std Zde] H]3)

Table 2. DJI Drone’s First 16bytes of Flight Log Header

Drone Model The first 16 bytes of the header
Phantom3 Std 06 00 00 00 03 00 00 00 09 00 00 00 00 00 00 00
Phantom4 Std 0B 00 00 00 03 00 00 00 OE 00 00 00 00 00 00 00
Phantom4 Pro 12 00 00 00 03 00 00 00 15 00 00 00 00 00 00 00
Phantom4 Pro+ 24 00 00 00 03 00 00 00 27 00 00 00 00 00 00 00
Matrice 210 19 00 00 00 03 00 00 00 1C 00 00 00 00 00 00 00
Matrice 600 17 00 00 00 03 00 00 00 1A 00 00 00 00 00 00 00
Agras MG-18 0A 00 00 00 03 00 00 00 OD 00 00 00 00 00 00 00
Mavic Pro 10 00 00 00 03 00 00 00 13 00 00 00 00 00 00 00
Inspire 2 11 00 00 00 03 00 00 00 14 00 00 00 00 00 00 00




AR R 533 =FA] (2023, 8) 615

Std7} o Phantom4 Pro Z#! #& zk= u|3)
712 Ax2 -3}, w28 Table. 19
A BoFE § 7k =8 mdE9 16Bytes #E

Phantom4 Std =299 o] wWzg Ax 87
o2 pE yxd o2 pugog AnE 3
ot = 87| E 1kl A 16BytesE o]-£-35}1o]
DatCon¥} CsvView T+ dHOZ w2 n|3)7]
E g =2 mdd F5A9 Ao 9SS ¥

4 ole}.
Iv. &8 ¥ 2z
41 87 " 24

AHAE B3| E gde] B AEE doluy] 9
3] Phantom4 Standard =22 534 10 A}
o]9] ulsdS 10W #83t 5§ 2z vPeict YR SD
Tl 8 2Z3)e] o]n|AL RFsle] ATS A5

t} =22 4GB SD 7h=g ARgE, 7 o|nA
dle]e]e] w|ghg AdelA nlYr|E-S B3 ¥ <l
2 el B vdr]s gl &4 g AALE
T3l FAAE Elstsict w3k AAlE Bler] 5 )
o} Bt nir| 5 g 48 vlaste] 5 A
=2 slebslgdtl. Table. 3.5 ®AEY Flight

Recrods == 7zt v]golx] kAR & v =
7f4=o]w Deleted Flight Records 2=+ A4
v 3Pt dle]ele} nvlasle] AbA|E |zl vl 375 A
solty. 28] Found Flight Record Z&+& H]

Table 3. Flight Test

W7129 AzvA A Ed) wAE I 2
A ulsr)Re] goleh wiAE BEE 7w
Hlag o 278 welgeh Ag AnE HAa

3 2
T A9 HA z7]= of 504.34 MBe| o} =
= °F 738.34 MBgith. A g3 24" w8
= sjole] WA jefon WAHE 543 =g
S SD kel 24 27] o)) wgg o
A 5L ol gale] BHAOE A4H =g
W SDARESIN F7hA8l WH FAS wAeA
BEF A7 ® 5 Qe e W sbeAle] v
T oiAlzE vas) 2] bl A9 e wan
qded sl B+ AT 24 W
7o) AR w]al7] 5] glglgelE W ae elels
A El 71% | A=A e A9t EA
(o3 i

N

I~

o]FA 102 vld) F HA 07helA 2 3719 ‘ﬂ

s 4= gledin), Al HAZE A
g Aol vl vjYr|E gdrt
old, o o)Al w]dgt v E Tl
NolE]7F Po] 2xo]x]ut ¢igiriul 1E 1)
delzt Fdgh A gk 74l vl g gl
IR TG oL S S L | I E A
Phantom4 Standard 2% 4GB9 W% SD
7= A}4-3x] %k Phantom4 Pro 293} Pro +

&7

24l 8GBY W SD7I=E ARk} w3k Pro
o] nigty oAl 28709 AHAE B ES

Flight Count
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1 (146 ~ 176) 31 - - -

2 (147 ~ 117) 31 1 0 529.81 MB
3 (149 ~ 178) 30 2 2 711.68 MB
4 (149 ~ 179) 31 0 2 626.06 MB
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9 (153 ~ 184) 32 1 3 504.34 MB
10 (154 ~ 185) 32 1 1 545.71 MB
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Table 4. Classification of drones according to recoverability

Type Description Drone Model
Inspire 2
Mavic Pro
Matrice 210
Type 1 Exist chance for recovery flight logs Agras MG-1S

Phantom4 Standard
Phantom4 Professional

Phantom4 Professional +

Phantom3 Standard

Type I No chance for recovery flight logs Matrice 600
Mavic 2 enterprise
Mavic 2 Pro
Type T No exis.ting interngl SD card or Flight Mavic 2 Zoom
record did not store in SD card Mavic Air
Mini 2

Spark
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